IT BUYER'S GUIDE:

CORE QUESTIONS TO ASK WHEN CHOOSING A NEW IT PROVIDER

Do you think you might need to switch IT providers?

Have your Technology needs changed and they're no longer a good fit for your business?
Before Giving any IT Provider or Consultant Access to your Network & Data, ask them these 10 questions:

o 1

WHAT IS YOUR EXPERIENCE AND
EXPERTISE INNETWORK SECURITY?
Assess their knowledge and track
record in handling network security WHAT CERTIFICATIONS OR
threats and mitigating breaches. ACCREDITATIONS DO YOU HAVE?
Look for Network & Cybersecurity
Certifications such as CISSP or
CompTIA
CAN YOU PROVIDE REFERENCES FROM e
SOME CURRENT CLIENTS?
Speak to clients who already work with WHAT SECURITY MEASURES DO YOU PUT
the IT provider to get feedback on their
PDulivery & Performance. INPLACE FOR YOUR CLIENTS?
Ask about their security measures, such as
firewalls, intrusion detection systems, data
encryption, and regular security audits.

HOW DO YOU HANDLE EMPLOYEE o
BACKGROUND CHECKS?

Ensure they conduct thorough WHAT IS YOUR RESPONSE TIME FOR
background checks on their employees HELPING US WITHISSUES?
W'tngécﬁiztgggtlxoﬁiﬁm:;t to Ask about their Response Times in
9 . addressing issues and what level of
support they provide during business
hours and after hours.
WHAT IS YOUR APPROACH TO DATA )
BACKUP AND STORAGE?
Discuse their data backep and WILL YOU BUILD A DISASTER RECOVERY
storage practices to ensure your & BUSINESS CONINUITY PLAN FOR US?
critical information is safely stored Ask about their procedures for
and can be recovered if needed. handling data loss or system downtime,
and how quickly they can restore your
network in the event of a disaster.
DO YOU CONDUCT REGULAR TECHNOLOGY : g
BUSINESS REVIEWS (TBRS)? WHAT IS YOUR POLICY ONDATA
Ask how often they sit down with you to PRIVACY AND CONFIDENTIALITY?
C!ISCUSS how to help you manage risk and Discuss their approach to data privacy
align your business goals with Technology. and confidentiality to ensure they
comply with regulations and protect
your sensitive information.

Asking These Questions Will Help You To Assess The IT Provider's Capabilities, Professionalism And Commitment
To Safeguarding Your Business BEFORE You Give Them Access To Your Sensitive & Important Data and Network.
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